APPLICATIONS:

E-Commerce Transactions:
* Binding receipts

e Electronic forms

e Financial transactions
e On-lineauctions

» Legal filings

Protect I ntellectual Property:

e Patent Protection
e Researchers
e |nventors
¢ Most businesses

» Copyright Protection
e Writers
e GraphicsArtists
e Musicians
e Architects

Records/Document I ntegrity:

e Doctors

e Lawyers

e Accountants
e Corporate

¢ Government

The Trusted Third-Party 1)
Time Authority

SecureTime™™ API Toolkit Overview

DigiStamp'sSecureTime API Toolkit allows users to integrate their existing softwartw
DigiStamp’se-TimeStamp® service. A time stamp is like a digital notaryttheovides a third-
party witness of any digital file, attesting togesific time that the file existed and verifyingth
its content has not been altered. As a Time St&atpority for trusted transactions, DigiStamp
uses common, open standards and secure hardwdebvier a reliable Internet-based data
authentication service.

Examples of applications include digital signatused receipts, data/time integrity of electronic
records and e-commerce transactions, and protdati@ldectual property (copyright material and
inventor’s rights as a precursor to patent filimgpdor-use evidence).

DigiStamp uses cryptographic techniques, digighaiures, your internal network, and the
Internet to provide this low cost, easy-to-use tstamping solution.

Client Software Services

DigiStamp provides the application programmer dkibof software services to create and
manage the application interface including hastersion, server message formatting &
reply parsing, time stamp server site selectiomiufe rollover, and Internet
communications. Alternatively, you can use softwdwe OpenSSL, BouncyCastle, SIMIME
Library (SFL) and any software that supports stathdime stamps (IETF RFC 3161).

Client services include creating and verifying tistamps, with the data files remaining in
their original format. Only the data file's unighash value is transmitted to DigiStamp;
sensitive data is never transmitted outside thetli An example application is provided
below in which time stamps are used in conjunctiith PKI services to create receipts for
transactions that can be stored alongside or witterdata.

Time-stamping receipts between trading partneratereinding proof of the specific point-in-
time that a transaction was received. For exangsleised by an on-line stock broker:
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SecureTime™ API Toolkit for

Application Integration

¢ Transaction Timeand
Authentication

e Industry-based standard
API based on |IETF

IP Protector™ for Individuals
and Small Businesses

e [Inventors
e |llustrators
e Writers

¢ Researchers

e Architects

* Business Documents
e Electronic Forms

SecureTime™ Server
on-site hardwar e solution
e Government Agencies
e High volumeusers

SECURETIME™ API
SYSTEM REQUIREMENTS:
¢ |nternet accessOR
e SecureTime Server

API Language Options
Java 2 on Windows and
various UNI X platforms

e C#

e Librariesfrom
bounycastle.org
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DigiStamp’s Secure Servers

DigiStamp uses specialized encryption hardwareithegrtified by the National Institute of Science
and Technology (NIST) and provides tamper detedigainst physical and electronic attacks,
ensuring the integrity of the time stamps. Theees clock is secured in the certified hardwarg an
its values are traceable to both US and EU offitmaé sources. Redundant, geographically-
separated servers are used to ensure continuasattcBigiStamp’s service.

Creating a Time Stamp

DigiStamp’s software calculates a hash value fdata file of virtually any size. This hash corsist
of a unigue message digest using the FIPS-star@td#d2 algorithms up to SHA-512.

DigiStamp’s Internet-based server adds the cuthemt to the hash value, signs that intermediate
product (SHA-2 digest + current time) using RSA &t public key encryption, and generates a
time stamp. The time stamp is delivered back ¢octfent software for storage. See the figure
below.
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Store together

The data file itself never leaves the client's catad The time stamp is strong evidence of the
information’s existence at a specific time.

Signing and Time-Stamping PDF Documents

DigiStamp’s Java API toolkit now supports both signand time-stamping of documents in the
PDF format. The PDF signature toolkit is intenf@duse by software developers for
integration in existing systems. Our first useesBuropean Union businesses using time
stamps for their e-Invoicing process.

Authenticating a Data File/Time Stamp

DigiStamp’s service authenticates a data file bypgaring its hash value with the hash in the
original time stamp. The SecureTime API Toolkihgeates the file’s current hash value as
described above. The toolkit compares the new halstke with the contents of the original time
stamp. The software uses the public key to progdithe stamp is authentic. Any change to the
original file or tampering with the time stamp wilivalidate the file's authenticity.

Time stamps are created using industry-standaithtgignature messages and can also be
authenticated using third-party software and o809.public key certificate.



